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HOW MUCH RANSOMWARE

20 BILLION

Ransomware attacks cost businesses a total of $11.5 billion
by 2019. By the end of 2020, that number is expected to rise
to $20 billion.
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WHAT WAS THE LARGEST

10 MILLION

The largest 2020 ransomware demand, totaling around
$11.8 million, made to French construction firm Bouygues.

AVERAGE The average demanded ransom in 2020 was

around $178,000. The average requested
ransom for small businesses, though, was
only $5,900.
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SUCCESS OF

73%

Almost three quarters of all ransomware
attacks were successful. However, 27
percent of attacks resulted in no data
being encrypted.
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AVERAGE DIGITAL RANSOM PER INCIDENT THE AVERAGE COST OF RANSOMWARE-CAUSED
IS ON THE RISE DOWNTIME PER INCIDENT
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MOST COMMON METHODS OF RANSOMWARE
INFECTIONS IN NORTH AMERICA

Based on MSPs reporting attacks on organizations. (Some were targeted by more than one method.)

67%

L Y.

Spam / phishing Lack of cyber Weak passwords /  Poor user practices / Malicious Other
emails security training  access management gullibility websites / web ads
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FUTURE PREDICTED TRENDS IN RANSOMWARE

ATTACKS

loT devices

loT devices will become
a more prominent attack vector

¥

Social media

While social networks beef
up internal security, tainted links
targeting users will increase
in numbers

2021 Lenovo NetApp. All rights reserved.

Utility
infrastructure

Critical infrastructure
will be targeted more, in efforts
to have a better chance
of ransom payment.
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4 Push Fpolicy Configuration

Create/Update Policy

O Inherited from parent
O Exclusive Whitelist
@ Blacklist/Whitelist
O Disabled policy
Enable Analyzer (block ransomware)
Manage your Whitelist here:
[ Select File-Patterns which are allowed within this policy.
Select all file-pattems
Manage your Blacklist here:
[ Select File-Patterns which should be blocked within this policy
Select all file-patterns
Monitor CIFS Operations
Read [ Write
Open
Create [/] Delete [] Rename

Save Close
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