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1.7X

The downtime and
recovery time
cost to remediate Is
1.7 times the average

$3 B ransomware payment

$1.4M

Average cost
to remediate a ransomware
attack in 2021

Insurance
premiums
92% annual growth
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Ransomware Attack Techniques

-mail Link [ oo
Ransomware

Remote Server Attack [N 214
Attack
TeCh n iq u eS E-mail Attachment [N 16%
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|
Spreading or I -
M O d e Misconfigured Public Cloud Instance [N O

USB/Removal Media _ 7%

0% 5% 10% 15% 20% 25% 30%

2023 Lenovo NetApp. All rights reserved.

35%



oo IIEFNRIBS IR 2PIPESR

her means to
i et the Used backups to Used ot.
PR restore their data get their data back

data back

FHITRIR TP 55 Y 2 M ERIME*NR
¢ HENBINE B [BERARRE ® FIAENEIERE
¢ L EE B HERISEHE ® EiLEEIEGH
® BERETm W I ST ® 3% EERBIEA
¢ ELEEIR B RS ® MRERFZREEH
¢ W EIRED

2023 Lenovo NetApp. All rights reserved.



BEE
- Lenovo

mmm NetApp

H=®
Contents ° E’Jgﬁﬂfﬁﬂ iﬁ!’lﬁ

) - LAEHRRORSEERENIFD
NetAppERTEHRAMIINZRIRH
e HA4E

1IOv=E]

2023 Lenovo NetApp. All rights reserved.



e SEERN

« Zero Trust - AN, ZEFMNARNEE

* OIld model: Trust but verify and outside-in approach

. A Zero Trust architecture - & B A% M K
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8_ Employees Laptops Public On-prem
O  Partners Desktops Private SaaS
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People Devices Network Context Control Resources
Zeedk. Bak
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NetApp® NetApp Private
Storage Virtual and Public Cloud
Microsoft Machine Data-Centric
> Active Directory ZeIE)C()) |-:_ cl;l;/St Microcore
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People Devices Network Context Control Resources

NetApp FPolicy®
Partner Ecosystem

Heek. 83
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NetApp Zero Trust FPolicy Engine NetApp Encryption NetApp Multifactor Hardening Guide & NetApp SnapShots™ and Network Virtualization and
for User Behavioral Analytics In Flight & At Rest Authentication Solution for Ransomware Immutable WORM Storage Storage Segmentation
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https://www.netapp.com/us/media/tr-4829.pdf
https://www.netapp.com/us/media/tr-4569.pdf
https://www.netapp.com/us/media/tr-4572.pdf
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* Microcore defines the smallest unit that you
are trying to protect — which is data

* Segmentation gateway determines what is
accessible — which is the storage virtual
machine (SVM)

« SVM allows access to data through
D permissions and control lists

|

2023 Lenovo NetApp. All rights reserved. .
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Storage segmentation

172.16.10.0/24 | 172.16.10.0/24
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ONTAP

172.16.10.2

-

Network virtualization
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NetApp FPolicy
« Common ransomware file extension blocking in native mode
* File and user behavioral analytics in external mode

NetApp® ONTAP® autonomous ransomware protection (ARP)
» Automatic detection of ransomware in 9.10.1 and later

KEREFENRT
» NetApp Active IQ® Unified Manager alerting

« NetApp Snapshot™ copy rate of change and decrease in storage efficiency loss alert

* NetApp Active IQ® and System Manager insights

+ "Ransomware defense” best practices

2023 Lenovo NetApp. All rights reserved. "
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NetApp® FPolicy partner ecosystem

CLEONDRIS o gl:el:t:lpﬁnsights m@m
STEALTHb Qomantee. Nvaronis
SIEM system
E wty event
6. Service calls

CIFS/NFS  4_client request + 2. FPolicy event

:
client >
<l m <4
- -

4. Response 3. Server response
(if required)

Controller

FPolicy server
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FREcEAHFPolicy

* FPolicy is included with every NetApp® ONTAP® system, 72 Storage VM REERLE FPolicy.

and offers defense against basic ransomware attacks © Ty BE
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° Commonly used encryptlon extenSIOnS Can be blocked fEF, PRIEXEY R oJaE S EINagt, TTRCEANPolicy BISmbIEZIZE,

from ONTAP NAS exports n

. Mafer, LATCHNETWORKS3, tcvp,onelock,inlock SEX3,yguekcbe, ZeRy fate, fatp,crow, terror_ramp3,sbkyedekal, CrySpheRe, bDAT zate,

- System Manager and NetApp® BlueXP™ now offer simple g bty o ouz sttt koot TEN Q2D
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common ransomware file extensions SRS

~ EFAE Storage VM
RECEAM/LFPolicy

FIE—8Z I NAS Storage VM _HEEZ
Q? HFPolicy, IBEAVFEAAVIEIERNE

FENKET RE. LAAEphLEERER]
X EARNS RGBS,

Storage VM

svm1

~ BEEISGIE Storage VM {1
EUHIEIEEMIRE FPolicy FRHERRIYE

ES Storage VM

T BRRBFRINERRSE,

svm1_root svm
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¥

Blue XP

System Manager
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Detection
and prevention

Q

Available in NetApp® ONTAP® 9.10.1+ for
NAS, not for S3 and SAN

Licensed feature

NetApp Onbox ML analytics engine
leverages volume file entropy, file
extension types, and file IOPS

Learning mode (min. 7 days,
recommended 30 days).

Beginning with ONTAP 9.13.1, ARP
automatically determines the optimal
learning period interval and automates the
switch, which may occur before 30 days.

2023 Lenovo NetApp. All rights reserved.
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Alerts admin via EMS, SysMgr, NetApp Active 1Q® Unified Manager

» Does not disrupt I/O-only alerts on suspect activity
« ONTAP does not send alerts about low threats, can modify alerts settings beginning in ONTAP 9.14.1.

Automatically takes NetApp Snapshot™ copy
* The ARP Snapshot uses the anti-ransomware-backup tag
« Snapshot is identifiable by its name, for example Anti_ransomware backup.2022-12-20 1248
* ARP Snapshots are retained for a minimum of two days.
» Beginning with ONTAP 9.11.1, you can modify the Snapshot options.
* ar¥. snap. max. count (6) * arw. snap. max. retain. interval. days (5)
* arw. snap. create. interval. hours (4) .
* arw. snap. create. interval. hours. post. max. cou
e arw. snap. normal. retain. interval. hours (48) pt (8)
« Admin can determine if it's a false positive e arw. surge. snap. interval. days (5)

* in addition to existing protection from scheduled Snapshot copies.

Additional layer of detection and ransomware protection

 Better together with FPolicy
2023 Lenovo NetApp. All rights reserved.

20



sz ONTAPBESENFIMHGIR -3 (&) St

ARP &&= ARP NESI7=
- Databases on NFS storage « Workloads with a high frequency of file create or delete
« Windows or Linux home directories « unusual surge in file create, rename, or delete
« Images and video « Workloads where the application or the host encrypts data
9.14.1 9.13.1 o 2 | 9.11.1 9.10.1 WHES | BB Tk
Volumes protected 4 v v

with Asynchronous Read- 150 4% of

SnapMirror intensive or maxim
SVMs protected v v v the data can um
o]} IOPS

with Asynchronous

compressed.

SnapMirror :
SVMs enabled for |4 v v Write- 60 10% of
data migration intensive and maxim

FlexGroup volumes v the data um

v
Multi-admin v v cannot be IOPS
verification compressed.

2023 Lenovo NetApp. All rights reserved.
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« Monitor NetApp® Snapshot™ copies

* Abnormal growth?

« Monitor with NetApp Active IQ® Unified Manager

« Rapid recovery!

« Restore Snapshot copy prior to infection

* Restore hundreds of TBs in seconds
« Can leverage FlexClone

« Snapshot copies are read only
« Can'’t be infected by ransomware
« Can be deleted though

2023 Lenovo NetApp. All rights reserved.
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O Remediation

and restoration

NetApp® SnapLock® compliance (SLC)

Ransomware recovery use case
* Don’t lock primary data

Licensed feature of NetApp ONTAP®

+ Combine with SnapVault to lock backups

« SLC provides immutable NetApp Snapshot™ copies for NAS and
SAN on SLC volumes

* Prevents rogue admins from deleting vaulted
Snapshot copies to recover from ransomware

Tamper-proof Snapshot locking on primary storage

New In ONTAP 9.12.1, leveraging SLC

Works on any volume (not SLC volumes only)

Manual Snapshot locking or automatic via schedule
Create FlexClone from Tamper-proof snap for rapid restore

2023 Lenovo NetApp. All rights reserved.

Multi-admin verification (MAV)

Built-in feature of NetApp ONTAP® (no license required)

Administrator accounts have the ability to run destructive
commands like deleting Snapshot copies

Requires N-number of approvals for all or a set of commands
before allowing the command to take

Snapshot deletion for unlocked Snapshot copies will require
multiple admin approval

N 2,
S O
2) (3
o"’Q 6}’9
0"9 70 o®
M 2, %
> o, <
Q ) +
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Ransomware defense

» A set of prescriptive wellness checks to
help protect customers against ransomware
and recover quickly if they are impacted.

¥ NetApp Active IQ

V' DICITAL ADVISOR

28 Dashboard

Capacity and Efficiency

FabricPool Advisor

Health Check

Cloud Ready Workloads

SALES TOOLS
Discovery Dashboard
Asset Insights
Account Intelligence

* e "
Fusion

2023 Lenovo NetApp. All rights reserved.
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Active 1Q Digital Advisor

¢ Performance & @ Availability &

B View All Systems

e

« Checks cover NetApp® Snapshot™
count/retention/auto-delete settings,
Fpolicy, and encryption.

N [ 1] I .
Q Search for watchlist, system, chuster, customer, 3ite, §roup, o torageGRID B g a Weicome, B
Support Quicklinks English Sign Out
= View All Actions
© Capacity @ Configuration € Security ¢ Ransomware Defense
Planning Upgrades
apacity Additions Renewals 4
7 4417.5 v

arhs Winrkiaadt Inactive Data - FabricPool Advisor 171

Issues to be fixed
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Advanced data protection and data security
© Protect

Identify

e Automatically discover
and classify data

* Easily inventory
Infrastructure and
system resources

* |dentify and optimize
volume permissions

* Automatically apply
system health
recommendations

Protect

Protect data with
efficient, immutable,
and indelible copies
Automatically block
malicious files

Encrypt data in flight
and at rest

Protect against
unwanted access with
multi-factor
authentication and role-
based access

Block rogue actors with
multi-admin verification

2023 Lenovo NetApp. All rights reserved.

Q, Detect

Detect

Monitor storage
behavior to identify
anomalies

Detect slow-moving
encryption in your file
system

Identify compromised
user accounts in real
time

Protect against virus /
malware attacks
Detect possible bulk
data deletion

¢ Recover

Respond

» Automatically respond

to detected threats by
creating NetApp®
Snapshot™ recovery
points

Instantly block user
storage access when
detecting user behavior
anomalies

Recover

» Recover terabytes of

data in seconds to
support rapid
operational recovery
Identify what data was
impacted and by whom,
to support detailed
forensic analysis
Support auditing
requirements with
detailed syslogs
exported to SIEM tools

25
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Assess

Q

Assesses current environment

» Determines remediation for potential:

v" Need for ONTAP Upgrades (9.10.1
or later required)

v' Gaps in NetApp Native software
solutions

v Data protection risks

v Ability to recover

v’ Discover policies/retention periods

Configure & Manage

@

Implements and configures
NetApp Ransomware tools/ARS
 Cloud Insights/Cloud Secure
* Cloud Data Sense
* SnapMirror/Snap Vault
» SnapLock Compliance/Worm
+ SnapCenter
» Advanced Data Encryption
+ AIQ/AIQUM
* ONTAP FPolicy
» White/blacklisting
» External mode

2023 Lenovo NetApp. All rights reserved.

a0

Delivers high-touch managed
services

o 24x7x365 monitoring/triage/remediation
of ransomware alerts

» Software tool administration/upgrades
* Create/manage replication policies

* Modify FPolicy configurations

» Perform ONTAP Upgrades as required
» Service level objectives for response

Assists with scoring for cyber security
insurance

NetApp Professional
Services

Recover

la |

U/

Speeds ransomware data recovery

Maintains business continuity and speeds
recovery times:

« Data recovery via SnapCenter platform

 Assist in ensuring data is in place to meet
customer recovery needs

+ Assist in containing ransomware spread
* SnapShot roll back where necessary

* Isolate/Patch/Restore (customer
responsibility)

26



BEE
- Lenovo

mmm NetApp

H=®
Contents ° E’Jgﬁﬂfﬁﬂ iﬁ!’lﬁ

VAR AR SEIERTF
NetAppERTEHRAMIINZRIRH

- - T55

2023 Lenovo NetApp. All rights reserved.



NEE | cnovo
mmm NetApp 'E‘

0 can help you secure your
it many layer

Segmentation / Encryption

Help with detection, reme
and clean-up from arans

2S

NetApp NetApp Private - wiuwu-ravwu ~udlentication
Storage Virtual and Public Floud ]
), Microsoft Zero 'h il peta Centric * Autonomous Anti-Ransomware

AP R RO R

EHITRIR TR

T rawa riultuuull oL OTULUlILYy ADDTOJIITITIIL paLhnayT W pluviuc

guidelines to achieve your SLA/ SLO

2023 Lenovo NetApp. All rights reserved.
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